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Agenda (10:15 am to Noon)

The Evolving Privacy Landscape

 What is a Privacy Impact Assessment (PIA)? 

 PIA Practice Guide Overview

 Pilot Test Update  

 PIA Tool Overview/Demo

 Example Risk Evaluation

 Questions and Wrap-up







PIA Practice Guide

Introduction (Purpose)

Background

When to Conduct a PIA

PIA Process

Identifying and Evaluating Privacy Risk Solutions





Privacy by Design







The PIA Process

Identify the 
need for a 

PIA 

Describe 
the 

project’s 
information 

flows

Identify 
privacy 

risks

Identify and 
evaluate 
privacy 

solutions

Report 
assessment 

and 
resolution 
of privacy 

risks



PIA Tool Design Approach 

INFORMATION LIFECYCLE

• Collection

• Use

• Disclosure

• Retention

• Destruction

PRIVACY POLICIES

• Accountability

• Consent

• Individual Rights

• Minimum Necessary & 
Limited Use

• Notice

• Security Safeguards



PART 1:  DEMOGRAPHIC INFORMATION

PART 2:  PRIVACY THRESHOLD ANALYSIS (PTA) 

 Questions 1 to 6

PART 3:  PRIVACY IMPACT ASSESSMENT

 Section:  Data Collection, Use and Storage 

Questions 7 to 11

 Section:  Disclosure (sharing)

Questions 12 to 19

 Section:  Administrative, Physical and Technical Controls

Questions 20 to 25







Example Risk Evaluation:  Cloud for Email 

PRIVACY RISK DESCRIPTION RISK SOLUTIONS

MITIGATION PLAN

PRIVACY 

POLICIES

Use Unsure of legal 

authority to use the 

data collected

Review the Privacy 

Requirement

document and/or seek 

legal guidance.  Post 

Privacy Notice on 

website

Accountability, 

Minimum

Necessary & 

Limited Use



Example Risk Evaluation:  Cloud for Email 

PRIVACY RISK DESCRIPTION RISK SOLUTIONS

MITIGATION PLAN

PRIVACY 

POLICIES

Disclosure 

(sharing)

Users transmitting 

data that may 

contain PII.

Use Encryption 

Ensure users are 

following 

privacy/security policies 

regarding the use of 

email to disclose any 

PII.

Minimum 

Necessary & 

Limited Use, 

Security 

Safeguards



Example Risk Evaluation:  Cloud for Email 

PRIVACY RISK DESCRIPTION RISK SOLUTIONS

MITIGATION PLAN

PRIVACY 

POLICIES

Security Risks Remote access to 

data. 

Using mobile 

devices to access 

email.

The DPO will work with 

the CISO/Security 

Officer to ensure proper 

measures are in place 

to security data (i.e. File 

Transfer Protocols and 

Encryption)

Ensure employees are 

trained on Security 

Policies (including 

BYOD) and have signed 

a CA.

Security 

Safeguards

Confidentiality 

Agreement





How long will it take to complete the PIA?




