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Agenda (10:15 am to Noon)

<+ The Evolving Privacy Landscape

< What is a Privacy Impact Assessment (PIA)?
< PIA Practice Guide Overview

< Pilot Test Update

< PIA Tool Overview/Demo

< Example Risk Evaluation

< Questions and Wrap-up
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wWhat is a PIA?
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PIA Practice Guide

<Introduction (Purpose)
<+Background
<+When to Conduct a PIA

+PlA Process
<ldentifying and Evaluating Privacy Risk Solutions






-
Privacy by Design
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The PIA Process
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PIA Tool Design Approach

INFORMATION LIFECYCLE

» Collection
* Use

* Disclosure
* Retention

* Destruction

PRIVACY POLICIES

Accountability
Consent
Individual Rights

Minimum Necessary &
Limited Use

Notice
Security Safeguards
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+PART 1. DEMOGRAPHIC INFORMATION
+PART 2: PRIVACY THRESHOLD ANALYSIS (PTA)
= Questions 1 to 6
+PART 3: PRIVACY IMPACT ASSESSMENT
= Section: Data Collection, Use and Storage
= Questions 7 to 11
= Section: Disclosure (sharing)
= Questions 12 to 19
= Section: Administrative, Physical and Technical Controls
= Questions 20 to 25
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Example Risk Evaluation: Cloud for Email

PRIVACY RISK DESCRIPTION RISK SOLUTIONS PRIVACY
MITIGATION PLAN POLICIES
Use Unsure of legal Review the Privacy Accountability,
authority to use the | Requirement Minimum
data collected document and/or seek | Necessary &

legal guidance. Post | Limited Use
Privacy Notice on
website




Example Risk Evaluation: Cloud for Email

PRIVACY RISK DESCRIPTION RISK SOLUTIONS PRIVACY
MITIGATION PLAN POLICIES
Disclosure Users transmitting | Use Encryption Minimum
(sharing) data that may Ensure users are Necessary &
contain PII. following Limited Use,
privacy/security policies | Security
regarding the use of Safeguards
email to disclose any
PlI.
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Example Risk Evaluation: Cloud for Email

PRIVACY RISK DESCRIPTION RISK SOLUTIONS PRIVACY
MITIGATION PLAN POLICIES

Security Risks | Remote access to The DPO will work with | Security
data. the CISO/Security Safeguards
Using mobile Officer to ensure proper | Confidentiality
devices to access measures are in place | Agreement
email. to security data (i.e. File
Transfer Protocols and
Encryption)

Ensure employees are
trained on Security
Policies (including
BYOD) and have signed
a CA.




\

hdad sadie ) WSRO STy TRNNNRSYY | UTNESE WS VRS | Bttt ch A2

o

Home

About Us

Privacy Polices
Incdent Response
Lega

HIPAA

Annual Reports
Privacy Tips
Consumar Info

Privacy Impact Assessment
(PlA)

WYV State Privacy Office

100 Dee Drve

Charleston, WV 2531

304.558.7000 Phone
304-556-TO0T Fax

HEALTHCARS
AUTHORITY

Contact Us | Ste Map

L e P
- 2301C
-
¥

= Privacy Impact Assesament (PIA)

%
o

Textgize » A A

Privacy Impact Assessment (PIA)

What is a Privacy Impact Assessment (PIA)?

A PIA Is a 100l used to assess the privacy impact and risks to the personally identifiable information
(P1) stored, usad, and exchangad by information systems. A PIA evaluates privacy implications when
information syslems are created. when existing systems are significantly modified, or new fechnology
is purchased.

Here are just a few benefits of a PIA:

+ It provides a proactive approach to privacy management

+ |t evaluates whether appropriate privacy protections and necessary mitigation or safeguards are
pregent.

+ It apples privacy requrements, compiementing organizationwide compliance activilies (.9. HIPAA
privacy, etc.)

+ It enhances current data inventories of information collected, used, slored, and exchanged by
systems

+ It provides opportunity for additonal education and awareness about privacy

When should a PIA be conducted?

To be effective. a PIA shoud be an inlegral part of the peoject planning process. It should be
conducted 10 evaluate information privacy and security throughout the lifecyde of a system, product or
project. or when sharing or exchanging Pll with other organizations or Departments

A Department should:

+ Start early to ensure thal projgd risks are identified and appreciated bafore the problems become
embedded in the design.

+ Incorporate a PIA Into the project initiation phase

+ Start today if the project is already undarway. so that any major issues are identified with the
minimum possble delay

The Privacy Impact Assessment is a new program. We welcome your
feedback and suggestions for improvement.

Privacy Impact Assess

Privacy Impact Assessment Tool

Please glan for this a3sesement 10 k0 about 30 minutes 0 conpiete, and Se aware that your anseors will not be saved
You must complela the entre assessmant 10 generate the repart at the conchusion.

You wil be gged ot of he assessrrent ater 20 minules of naciviy

Privacy Impact Assessment Training Video Coming soon!




How long will it take to complete the PIA?







